logy

Synology NAS User's Guide




Table of Contents

Chapter 1: Introduction

Chapter 2: Get Started with Synology DiskStation Manager

INStall SYN0IOgY NAS @GN0 DSIM.......uuiiiiiiiiiiiiee et e e e e s e e et e e e e et b et e e e e e s ssabeseeeeeessstbaseaeesasntraneeeaeaaans 7
Y (o I 1) (o 1] Y TSP PPRR PP 7
DiskStation ManagEr DESKIOP ........ueiiiiiieeiiii ettt e e e e e s s et e s s e e e e tr e e e ab et e e e e e e e s reeenne 8
Open Applications and Packages With Main IMENU ..........coiiiiiiiiiieiiiee et 10
Shutdown, Restart, Logout, or Manage Personal OPiONS..........ccoiuiiiiiiiiiiiieee e eaee e st e e sneeeeseeee e 11

Chapter 3: Modify System Settings

USE CONEIOI PANEI ... ittt e bt e ea e s et s bt e e bt e e bt e et e e et e et e e nabe e sneennn e et 13
Change NETWOTK SEIINGS ....eeiieeteiiiee ettt et et e e b et e s b e e e sk e e e e aabe e e e aabe e e e sabe e e e s breeeeannneesnnneees 14
JOIN WITEIESS NELWOIK ...ttt e et a e ekt e e bttt e e e sb et e e aab bt e e eab et e e sene e e e ansb e e e nnteeesbreeeas 15
Y ToTo 113V =T o [0 o E= I @] o] 1] o F- PSSP 15
USE ENEIQY SAVING FEAIUIES .....eoiiiiiieiiiiie ittt e ettt ettt ettt e s s e e et e e e et et e e s b et e e e abe e e e e anbe e e e anne e e s b be e e sanneeenanneas 16

Chapter 4: Perform Advanced Management Tasks

Check SYStem INFOIMALION........ciiiiiieiiiee et e e et e e et e e r b e e e ab b e e e s nee e e s aanneeesbreeena 18
VIBW SYSTEIM LOGS ...eeeeiutteeeiiiit ettt e st ettt ettt ekt e e bt e s et e e ah b et e 2 st et e o s e e e a4k b e e e eabe et e sabe e e e anbre e e e anbe e e e nnneeeeanbeeenan 19
MONITOE SYSEEM RESOUITES. ... iiietieeee ettt e ettt e e oottt e e e e e e ot bttt e e e e e a e b ettt e e s ea s abb e et e e e e eanbbeeeeeesaaaansbneeeeeeane 20
ANAIYZE SYSTEIM USBUE ....eeeietiieiiiite ettt e ettt et e bt e s aaa e e e e b et e et et e e sa b et e e e aRe et e e ant et e e abn e e e e b b e e e e nn e e e nnreeesnneeean 20
SCAN SYSTEM SEHINGS . .etvteeeieie ittt ettt e st e e e bt e e aa b et e e sh b et e e aas b e e e e bt et e e abe e e e ek b e e e sanbbe e e nnreeesnneeeas 21
Deploy High-Availability SOIULION .........cooiiiiiiiei ettt e e et e et e e e e e sab e e e e e e e nantneeeeeeens 21
AULOMALE TASKS ...eeeiitite ittt ettt ettt s et e ekt e ek et e e s s et e e e s bR e e e e st et ook b et e e bbb e e eab b e e e e s be e e e anbbe e e nnbneeennnneens 22
Update DSM 0r RESEOre DEFAUILS ........ooeeiiiiiiie ettt e et e e e e e nnnee s 22
Receive EVENt NOTICALIONS ........coiiiiiiiiie e s e e s e e e et esn e e e sene e e 23
Access Applications wWith INAEPENAENT LOGIN ........ceiiiiiiiiiiie ettt e e et e e e e s e sibb e eeeeeeeeanebeeeas 23
Index Multimedia Files for APPIICALIONS. ........coiiiiieii et e e et e e e s e 23
RESET AGMIN PASSWOIT .....eeeiiiiiiiiiiie ittt et e s e e s sa bt e e e b et e e s et e s se e e e s s aba et e s nneeesnnreeeas 23
ReINSTAll SYNOIOGY NAS ...t e ettt e oo et b ettt e e e e e s bbb et e e e e e s aabbb et e e e e e anbnseeeeeeeaannnrneeeas 24
ENADIE SINIMP SEIVICE .....coiiieieiiitiee ettt e et e e skt e e et et e e s bb e e e e b bt e e e bb et e s mne e e e snbeeeeanbneeeane 24
ENable TEIMINGAI SEIVICES .......oei i ettt e s ettt s e e st e e e e e e e nnnn e e s neneee s 24

Chapter 5: Manage Storage Space

VOIUMES @NA DISK GIOUPS ....eeiiieeiiittit ettt ettt e e e e et ettt e e e e e ekt et e e e e e e e e abb et e e e e e e e aanbbeeeeaeeaannbbeeeeaaeeesansbneeeaens 25
RePAIr VOIUMES OF DISK GIOUDS ...ciiiiiiitiiiiee ettt ee e e e e ettt et e e e e e tbte e e e e e e e e s aabbeeeeaeeaasaebeeeeeeeaaaansbeeeeaesaansbseeeaeeaaannnes 27
(O E=TaTo Tl R AN 1D R Y/ o= T O OO PP PP PP PPPR 27
EXPand VOIUMES OF DISK GIROUPS. ... ..ueetieeiiiitiiieaeeea ettt ea e e e e tbee e e e e e e e sbebe e e e e e e e aatbeeeeaeeaaasbbbeeeeaeeeaannbbeeeeaeaannneneeaeaeens 28
RAID/File SYStem SCIUBDING ......coi ittt e e et e e e e e s e et bbbt e e e e e s bbee e e e e e e e aannnneeeeas 29
ST D I Y PP PPPPPRPPPPPPPINE 29
ISCSI TArELS ANA LUNS.......eiiiiiiieiitie ettt e e et e e bttt e s bt e e aa kbt e e sn b et e e ek b e e e e bbe e e sabt e e e s annreeeanbreeenanns 29
MENAGE HAIT DISKS .....ceiiiiiiitiieie ettt ettt oottt e et e e o4 ot bttt e e a2 e s n b bttt e e e e e e o n b bee e e e e e e snbbeeeeeaeeesanbbeneeaeeeaansbneeas 30

SSD CACNE oo ———————— 31



[ (01T 0= = PP PUPPTPPOPPPPPPPINE 31
MaNAGE EXIEINAI DISKS ......eeiiiiieiiiiie ittt et e e e e et e et e e e et an 31

Chapter 6: Manage Storage Space with RAID Groups

MBENAGE RAID GIOUPS ......eeiieeiee ettt e et e et e e e e e e e et e e e e e e s e e e e e e e s sa e e e e e e e e e asnnn e e e e e e s s annn e e e e e e e e annnnneeas 32
CRANGE RAID T P .. itiieiiteie ettt s ettt ekt e et e e s e bt e e e st et e e aa b et e e sh b et e e ek b e e e e bee e e s s s e e e an b bt e e enne e e e nnneeeeannneenne 34
REPAIN RAID GrOUPS. ...t iitteieee e e ittt e e et et et e e e e e e et e e e e e eea s e tbaeeeaeeeaatbeeeeeeesasaatbeeeeeesaasassseeeeesasannsseeeeesaansneneeeeeeian 34
EXPANA RAID GFOUPS .....etvieiiieee ittt te s sttt et e e ekt e st e e s e st e e aa ke e e e aa s et e e sa b et e e e b s et e e st et e e nn e e e e b n et e e bn e e e nnneeeannneeean 34
RAID/File SYSIEM SCIUDDING ... .viiiiiiit ettt e et e e s e e s st e e as e e e e asne e e s nereeeseasneeennee 34
=T E= Vo [TV ] 0] o[- OO PRPROT 35
Repair Degraded VOIUMES .........oiiiiiiieiiiie etttk e st e e et e et e e sk e e e et bt e e s ne e e e nne e e e astr e e e e snnneeeneneees 35
SIS B I I L OO ST PP PSP PPPTOP 35
MANAGE ISCSI LUNS......iiiiiiii ettt e et e e e e ee e b e e e e e e e e atbe et e e e e saaaatbeeeeeeseasasbeeeeeesssaaeseeeeeessansbeneeaeeeaan 36
T g 1o Lo I T @AY B I T[] £ PSSP 36
MBANAGE HAN DISKS ...ttt ettt et e e h bt e e s et e s e b b et e e et bt e e e abe et e e b e e e e an b bt e e s anbe e e e nnnneeeannneennen 36
[ (01T o= T PSP PTUP O 36
S (0] Yo TSI @ =T 4 1= R 37
5301 B 02 o] = PP PP TP PP PPRTROTPPON 37
MaANAGE EXIEINAI DISKS .....eeiiiiiiiiiiiiie ittt e ettt e e at e e s sabe e e e ante e e e ambeeeeanbeeeesabteeeeanneeeennneeenn 37

Chapter 7: Access your Synology NAS from the Internet

USE the EZ-INTEINEE WIZAIU ......eoiiiiiiiiiee ettt ettt h e a e e bt nb e e s b e e bt e e beesne e e sbeeenne s 38
Set Up Port Forwarding RUIES fOr ROULET ........co.uuiiiiiii ettt st e e et e e enb e e st e e snteeeanneeean 39
Register DDNS fOr the SYN0IOQY NAS ...ttt s e e e e e e st e e nnre e e nnree s 39
Access DSM Services Via QUICKCOMNECT .......uuiiii it e ettt e e e et e e e e e e et e e e e e e s e abba e e e e e s aastbraeeeeeeesanaaraeeeeesann 40
SELUP VPN CONMNECHION. ....eiiiiiittetee ettt ettt ettt e e e e e o et bbbt et e e e o a bbbttt e e e essan bbb st e e e e e aanbbbeeeeeeeeaansnnneeeeeeeannnes 41

Chapter 8: Enhance Internet Security

Prevent Unauthorized Connection With FIr@Walll..........ccooooiiiiiiiiiiii e e e e e et e e e e e e enaaaaans 42
Prevent AttaCKS OVET the INTEINET ...... oottt e e e e e et e e e e e e e e ee e e e e eeeeessbaaeeeeeeseenaand 42
Automatically Block SUSPICIOUS LOGIN ALEMIPLS .......ueiiiiiiiiiiiiiee ettt e e e e st e e e e e s sbnnneeeee e e e 43

Chapter 9: Set Up File Sharing

Enable File Sharing Protocols for All PIAtfOIrMS ........cooiiiiii ettt e e e e e e e 44
Join Synology NAS t0 DOMAINILDAP.........eeeiii ettt e e e et e e e e e e e et e et e e e e aanbnereeeeeeanee 45
HOSt LDAP Service With DIF€CIOIY SEIVET .......viiiiiiiiiiiiie et ee ettt e st e et e e s abe e e e e e e as e e s anne e e s ennees 46
MENAGE USEIS QNG GIOUPS. ..ceeeiiiuittteeteei ettt eee e e e ettt eeee e e s tb et e e e aaaeaaatbee et e e e e anbbe et e e e s eaanbbeeeeaesaanbbseeeeesaaannsnneeeeesaaned 47
ST A U oIS oV (=To I o] (o =T P PPTR T 49
Define Windows ACL Privileges for Shared FOIUEN.........coouiiiiiiiiiieee e 51
INdEX Shared FOIAEI CONTENTS .......coiiiiieiiiie ettt sttt r et e e s bt e e st et e s sane e e e st b e e e abe e e e ssnneeeannnneenanee 51

Chapter 10: Access Files from Anywhere

Access Files Within the LOCAI NEIWOTK .........coiuiiiii ettt ettt e e et e e e e e e e st e e e e e e e aaebeeeas 52
ACCESS FlES VIA FTP ...ttt ettt e ookttt e e e e e ot b bt ee e e e e e s s bb et e e e e e e aanbbeeeeaaeeesnbneeeaaeeeannnen 54
ACCESS FilES VIA WEDDAV ....eoiiieeiiiieii ettt ettt e e e e et e e e e e e e s bbb e e e e e e e e s sntb e e eeaaeeessstbeaeaeeeassntbaeeeaaeeeannsbaeeeaens 55
SYNC FIleS Via ClOUA SEALION SEIVET ......cuiiiiiiiiie ittt et rs bt e ettt e et b et e aabbee e e anb e e e s bb e e e anneeeenannes 55
ACCESS FilES Via FIle SEALION .....ceiiiiitiiiii et e e ettt e e e e ekttt e e e e e e e e aatb e e e e e e s anbbbbeeeeeeesannnneeeeas 56

Chapter 11: Back Up Data
ST 0 o e 1 g oIV (=] g D - L = RPN 59

3 | Table of Contents



Back Up Data or iSCSI LUN 0N SYNOIOQY NAS ......coiiiiiiiiiieie ettt e e s e et e e e e s s st e e e aaeessasssaesaeessassntresaeaeesassnsens 60

Back Up and Restore System CONfIQUIALIONS. ........uuiiiiiiieiiiieeeeriee et e s e e s e e e s e e e annne e e nand 60
Sync Shared Folder Contents between SYNology NAS.........ooo e 60
Back Up Data 0n USB DeVICE OF SD Card.........ccuuuiiiiiiiiiiiiiieee ettt ettt e e e e e s ettt e e e e e st ae e e e e e sesssbaaaeaeeeaanens 60

Chapter 12: Host Websites and Print Server
Use Web Station t0 HOSE WEDSITES ..........uiiiiiiiiiiii ettt r e 61
Set SYN0IOGY NAS AS PN SEIVET ...ccoiiiiiiiie ettt ee e e et e e st ne e e e san e e e e asr et e s snneeesseneeees 62

Chapter 13: Discover Various Applications with Package Center
What Package CeNET OFEIS ......oc.uiiiiiiie ittt s e s e e e st e e e e ase e e s b e e e et r e e e snrneeennnneeeas 63
INSTAIL OF BUY PACKAGES. ... eee ittt ettt e ekt e et et e e bt e s amn e e et et e e e b et e e sen e e e s e anne e e e nrn e e s nnreee s 65

Chapter 14: Communicate with Mobile Devices

Manage DSM Settings With DSM MODIIE............c..oiiiiii e e e naee e 66
Use i0S, Android, and WINAOWS ADPPS ..ccocuueieiiiiieeiiiieeeiieeeesieeeesiteeesssteeesssseeesassaeeesnsseessnsseessnsseesssnseeessnneeessnseeesaned 66
USE OthEr MODIIE DEVICES ......cvvueieeieeeie et e ettt e e e e e ettt e e e e e e e e eeaaba s eeesessbaaaseeseeseassbaaneseseesranannees] 67

4 | Table of Contents



Chapter

Introduction

Congratulations on your purchase of Synology NAS. Synology NAS is a multi-functional Network-Attached
Storage server, serving as a file-sharing center within your Intranet. Moreover, it is specially designed for a
variety of purposes, allowing you to perform the following tasks with the web-based Synology DiskStation
Manager (DSM):

Store and Share Files over the Internet

Windows users, Mac users, and Linux users can easily share files within the Intranet or through the Internet.
Unicode language support makes sharing files in different languages from Synology NAS simple.

Scan Settings with Security Advisor

Security Advisor is a security application that scans your DSM settings and Synology NAS. It will check your
settings and recommend changes that help keep your Synology NAS safe.

Manage Files with Web-Based File Station

One of SynologyDi sk St ati on Managerdéds applications, File Station, c
files on Synology NAS easily through a web interface. You can also access the files stored on Synology NAS with
a mobile device.

Transfer Files via FTP

Synology NAS provides FTP service with bandwidth restriction and anonymous login. To transfer data safely,
FTP over SSL/TLS and uninvited IP auto-block are also available.

Sync Files with Cloud Station

Cloud Station is a file sharing service that allows you to synchronize files between a centralized Synology NAS
and multiple client computers, mobile and Synology NAS devices.

Share Storage Capacity as iSCSI LUNs

You can designate portion of your Synology NAS volume space to be an iSCSI LUN, which will allow the iSCSI
initiator to access the space like a local disk.

Back Up Files on Computer and Server

Synology NAS provides various backup solutions to back up computer data to Synology NAS, back up
Synology NAS data or iSCSI LUN to an external hard drive, another Synology NAS, an rsync-compatible server,
Amazon S3 server, HiDrive backup server, etc.

Enjoy Entertainment Content on the Server

Download Station allows you to download files from the Internet through BT, FTP, HTTP, eMule and NZB to
Synology NAS. The Media Server and iTunes support allows computers or DMA devices within LAN to playback
multimedia files on Synology NAS*.

With the USBCopy or SDCopy function, you can press the Copy button on your Synology NAS to instantly copy
files from a camera or SD card to Synology NAS.?

! For recommended peripheral models, including hard drive, USB printer, DMA, and UPS, please visit www.synology.com.
2 USBCopy or SDCopy is supported on specific models only. Visit www.synology.com for more information.


http://www.synology.com/
http://www.synology.com/
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Organize Videos with Video Station

Video Station allows you to organize your collection of movies, TV shows, and home videos into a media platform
on which you can watch and play video clips, live stream and record digital TV programs with a USB DTV dongle
plugged into your Synology NAS, view and edit video metadata whose information is retrieved automatically from
the Internet. You can also stream videos to your iPhone or iPad for playback.

Share Photos, Videos, and Blogs with Photo Station

Photo Station gives you the freedom to share photos and videos over the Internet without complicated upload
steps. Furthermore, a blogging system is integrated for you to easily share your life and thoughts over the
Internet.

Enjoy Music Anytime and Anywhere

Audio Station allows you to listen to music stored on the Synology NAS, from a connected iPod, or even stream
Internet Radio stations. In addition, you can stream music from the Synology NAS with a web browser over the
Internet.

Host Websites

The Virtual Host feature allows you to host up to 30 websites using Web Station, with PHP and MySQL
supported.

Record Videos with IP Cameras

Surveillance Station allows you to manage, view, and record videos from multiple IP cameras over the network.
By accessing the web-based management interface of Surveillance Station, you can watch the real-time image
the camera is monitoring, and record videos continuously in motion-detection mode or in alarm-recording mode.

Manage Multiple Synology NAS Devices

Synology CMS (Central Management System) allows you to quickly and conveniently manage multiple Synology
NAS servers. Once CMS is installed, you can designate your Synology NAS server as the CMS Host and
designate other servers as managed servers. The CMS Host provides a single interface to monitor and maintain
the managed servers.

Discover More Apps with Package Center

Package Center brings intuitiveness and convenience for users to easily install and update a variety of
applications (which are packed into packages). Just browse all available applications and select the ones that
best suit your needs. All can be done with just a few clicks.

Set up Print Server

USB or network printers connected to your Synology NAS can be shared by client computers over the local area
network. AirPrint support allows you to print to the printer from an iOS device, while Google Cloud Print support
allows you to print to the printer when you are using Google products and services.*

Online Resources

If you cannot find what you need here, please see DSM Help or take a look at Synology's online resources
below.

A Knowledge Base: help.synology.com

A Forum: forum.synology.com

A Download Center: www.synology.com/support/download.php

A Technical Support: myds.synology.com/support/support_form.php

! For recommended peripheral models, including hard drive, USB printer, DMA, and UPS, please visit www.synology.com.
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Chapter

Get Started with Synology DiskStation
Manager

This chapter explains how to sign into Synology DiskStation Manager (DSM), customize your desktop, use the
taskbar and widgets, and open applications and packages with the Main Menu.

Install Synology NAS and DSM

For more information about setting up Synology NAS and installing DSM, see the Quick Installation Guide for
your Synology NAS model available at Synology& Download Center.

Sign into DSM

After setting up and installing DSM on your Synology NAS, you can sign into DSM using a web browser on your
computer.

To log in with Web Assistant:

1 Make sure your computer is connected to the same network as the Synology NAS and can access the Internet.
2 Open a web browser on your computer and go to find.synology.com.

3 Web Assistant will find your Synology NAS within the local network. Click Connect to go to the login screen.

To log in with the server name or IP address:
1 Make sure your computer is connected to the same network as your Synology NAS.

2 Open a web browser on your computer, enter any of the following in the address field, and then press Enter on
your keyboard:

A http://Synology_Server_IP:5000
A http://Synology_Server Name:5000/ (or http://Synology_Server_Name.local:5000/ on a Mac)

Synology_Server_Name should be replaced with the name you set up for Synology NAS during the initial
installation process. If you choose One-step Setup during the installation process, the
Synology_Server_Name will be DiskStation, CubeStation, USBStation, or RackStation.

=
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=
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3 Enter your user name and password, and click Sign in. The default password for admin is empty.

Note: To ensure your connection to DSM runs smoothly, please use the following browsers.
A Chrome

A Firefox

A Safari: 5.0 or later

A Internet Explorer: 8.0 or later


http://www.synology.com/support/download.php
http://find.synology.com/
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DiskStation Manager Desktop

When you sign into DSM, you will see the desktop. From here, you can start getting things done, like manage
settings, use packages, or view notifications.

Desktop
The desktop is where your application and package windows are displayed. You can also create desktop
shortcuts to frequently used applications.

2 | ' ® L 0B

File Station

Taskbar

The taskbar at the top of the desktop includes the following items:

L] 1 : p— . ] —= 1 1 1 Ll
t B T © 2 000
1 Show Desktop: Minimize all open application and package windows.

2 Main Menu: View and open applications and packages installed on your Synology NAS. You can also click
and drag to create desktop shortcuts.

12 3 4 5 6 7 8 9
| |

3 Open applications:
A Click the icon of an application to show or hide its window on the desktop.

A Right-click the icon and choose from the shortcut menu to manage the application window (Maximize,
Minimize, Restore, Close) or its task bar icon (Pin to Taskbar, Unpin from Taskbar).

4 Upload Queue: Appears when you start uploading files to the Synology NAS. Click to see more details, like
progress and upload speed.

5 Notifications: Displays natifications, like errors, status updates, and package installation notifications.

8 | Chapter 2: Get Started with Synology DiskStation Manager
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6 Options: Shutdown, restart, logout, or modify personal account options.
7 Search: Quickly find specific applications, packages, or DSM Help articles here.
8 Widgets: Show or hide widgets.

9 Pilot View: See a preview of all open application and package windows.

Widgets
Widgets display various types of system information related to your Synology NAS.

.l ® 1 0=

— e = X =

«!

Package G 00 d
Center
Your DiskStation is working well.
E Server Name JONHOM

LAN ~ 192.168.20.8

e System Health

Control Panel

Uptime 00:57:31

:) Storage

Volume 1 (Normal)
File Station 20 Used: 115.79 GB
Available: 476.03 GB

@ Resource Monitor

ceu 25%
RAM O 47%
LAN ~ ®2KB/s ®9KB/s

To open/close the widget panel:
Click Widgets to show or hide the widgets panel.

Click the + to select which widgets to display. You can choose from the following:

A Connected Users: See a list of users who are currently accessing Synology NAS resources.
A File Change Log: View the file change log records of Synology NAS services.
A No active logs: Appears when none of the logs (Samba, WebDAV, FTP, File Station) is enabled.
A No logs available: Appears when any one of the logs (Samba, WebDAV, FTP, File Station) is enabled.
A Recent Logs: View the log records of Synology NAS services.
A Resource Monitor: Monitor the CPU usage, memory usage, and network flow.
A Scheduled Backup: View the status of your backup tasks.
A Scheduled Tasks: View a list of upcoming tasks.
A Storage: View the volume usage and disk status of your Synology NAS.

A System Health: Obtain an overall status of your Synology NAS and all connected devices (if any). You will be
advised to take corrective action when system error occurs.
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Open Applications and Packages with Main Menu

The Main Menu (the button at the top-left of the desktop) is where you can find all the applications and packages
you have installed from Package Center on your Synology NAS.

Control Panel

Resource
Monitor
Directory Server

Media Server

Storage Analyzer

File Station

‘v

Storage
Manager

Audio Station

t

Photo Station

WebDAV Server

To open applications or packages:

Hyper Backup

Log Center

”»

Cloud Station Server

Video Station

®

Web Station

2 4

EZ-Internet
Synology Account

Cloud Station
ShareSync

Text Editor

@

DSM Help

Security Advisor Support Center

doud Sync Download Station
ch

Surveillance Station Hyper Backup Vault

Open Main Menu and click the icon of the application or package that you want to open.

To reorder icons:

Open Main Menu and drag an icon to any position you want.

To create a desktop shortcut:

Open Main Menu and drag an icon to the side.

10 | Chapter 2: Get Started with Synology DiskStation Manager
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Shutdown, Restart, Logout, or Manage Personal Options

Click the Options menu (the person-shaped icon at the top right) to shutdown, restart, logout, or manage your
user account settings.

!

admin

@ Options

Package Q Restart
Center

Control Panel

File Station

@ shutdown

1 About

[® Logout

To manage personal options:

Select Options from the drop-down menu to manage personal account options, like password, 2-step verification,
desktop, etc.

Options 7 = X
Account Quota Desktop Email Account Others
Name: admin
Description: System default user
New Password: sssssans
Confirm password: srsssnns
Display language: English -

Enable 2-step verification

2-Step Verification

View your account activity, including current connections, trusted devices, and login history.

Account Activity

11 | Chapter 2: Get Started with Synology DiskStation Manager
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Account
Under Account, you can edit your account settings, enable 2-step verification, and view recent login activity of
your DSM account.

Limitations:

A The user description is case sensitive and can be 0 to 64 displayable Unicode characters.

A The password is case sensitive and should be 0 to 127 displayable characters, including letters, numbers, signs,
and space.

2-Step Verification

2-step verification provides improved security for your DSM account. If 2-step verification is enabled, you will
need to enter your password in addition to a one-time verification code when logging into DSM. Verification codes
are obtained from authenticator apps installed on your mobile device. Therefore, if someone wants to access
your account, he will not only need your username and password, but also your mobile device.

Requirements:

2-step verification requires a mobile device and an authenticator app which supports the Time-based One-Time
Password (TOTP) protocol. Authenticator apps include Google Authenticator (Android/iPhone/BlackBerry) or
Authenticator (Windows Phone).

Account Activity

Account activity displays recent login activity of your DSM account, such as the time your account was accessed
or from what IP address.

Quota

Under Quota, you can view your quota on all Synology NAS volumes set by DSM administrators, as well as the
amount of capacity you have used on each volume.

Desktop

Under Desktop, you can customize the appearance of your desktop by changing the main menu style, icon size,
background and text color of the desktop, or uploading images to be used as the desktop wallpaper.

Photo Station

This tab is viewable only when users belonging to the administrators group enable Personal Photo Station
service in Photo Station. Synology NAS provides the home/photo folder for you to store photos and videos that
you want to share. The system will create index thumbnails of the photos and videos automatically, and then
people can view photo albums via a web browser.

Email Account

You can add or edit email accounts to send files stored in File Station as attachments using the email addresses
added here.

Others

Under Others, you can customize other personal options. For more information about personal options, please
see DSM Help.
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Chapter

Modify System Settings

After you have connected to Synology DiskStation Manager (DSM) and learned how to access its functions and
customize its appearance, users belonging to the administrators group can begin to modify basic settings.

This chapter explains the basics of modifying network settings, display languages, time, and energy saving
features. For more detailed instructions, please see DSM Help.

Use Control Panel

Choose Control Panel from the Main Menu to configure DSM settings.

.E Control Panel
p Basic Mode >
File Sharing
“ ™ ™ |E
- am an
Shared File Services User Group Domain/LDAP
Folder
Connectivity
o o) o
- [
QuickConnect  External Access MNetwork DHCP Server Wireless Security
System
O & © B 0 *’ <
Info Center Theme Regional Indexing Service Netification Task Scheduler Hardware & External Update &
Options Power Devices Restore
Applications
an A p! ]
[ T
Privileges Application Shared Folder Terminal &

Portal Sync SNMP

The DSM settings on the Control Panel are grouped into the following categories:
A File Sharing: Manage file sharing options to host your files and share with other people easily.

A Connectivity: Make your Synology NAS accessible over the Internet, and protect it with security mechanisms
such as firewall and auto block.

A System: Manage system settings for your Synology NAS device.
A Applications: Manage general settings related to Synology-designed applications.

Note: Control Panel is accessible only to users belonging to the administrators group. See "Create Groups" for
more information.
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Change Network Settings

Go to Control Panel > Network to configure network settings and connect your Synology NAS device to the
Internet. You can also manage traffic control rules to adjust the outgoing traffic allowed when clients access
services on your Synology NAS. For more detailed instructions, please see DSM Help.

.E Control Panel e =
/ﬂ\ p General Metwork Interface Traffic Control Static Route DSM Settings
» File Sharing A General

Shared Folder Enter the server name, DNS server and default gateway information.
Server Name: D5414]
File Services
Default gateway: 192.168.31.254 Edit
™ User IPv6 default gateway: 2001:db8:9::1
—
Manually configure DNS server
™ -
— Group Preferred DNS Server:

o Alternative DNS Server:
IE Domain/LDAP

Advanced Settings
. Connectivity
» Proxy
£ QuickConnect

Connect via a proxy server

@ External Access Address:
Port:
/_\ Network
General

The General tab provides options to edit the name and default gateway of the Synology NAS, as well as
configure domain name server, proxy server settings and IPv6 tunneling.

Network Interface

The Network Interface tab provides options to manage the network interfaces with which your Synology NAS
connects to the network.

Traffic Control

Traffic control aims to control the outgoing traffic of services running on Synology NAS. Click Create to create
traffic control rules.

Static Route

Static route controls the path that network information must follow to reach a specific host or network on
Synology NAS. Click Create to create a static route. .

DSM Settings

Change the port number for accessing DSM or configure HTTPS settings. When the HTTPS connection function
is enabled, any connection to Synology NAS via the HTTPS protocol will be encrypted with the SSL/TLS
encrypting mechanism.
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Join Wireless Network!?

At Control Panel > Wireless, you can connect your Synology NAS device to a wireless network, or create a
wireless hotspot to share its Internet connection with other devices wirelessly. Also, you can manage Bluetooth
adapters and connect Bluetooth devices to your Synology NAS. For more detailed instructions, please see DSM
Help.

Modify Regional Options

Go to Control Panel > Regional Options to configure the following regional options. For more detailed
instructions, please see DSM Help.

.f Control Panel ? — A
/ﬂ\ p Time Language NTP Service
Regional Options Current Time

Mon, Mar 7 2016 16:36:28

m Indexing Service

g Notification

Task Scheduler

Time Zone

Time zone: (GMT+08:00) Taipei -

Time Setting

Hardware & Power Manually
Date: 2016/3/7
External Devices

Time: 16 1| 36 1| 28

0 Update & Restore @ Synchronize with NTP server

- address: 192.168.61.80 -
» Applications

Update Now
&l o
mm Privileges

E Application Portal

Time
Click the Time tab to set up the system time settings of the Synology NAS. You can check the current time,
manually set the server's date and time, or automatically set the time using a network time server.

Language

Click the Language tab to set the language for Synology DiskStation Manager, notifications, and specify the

codepage for Unicode filename conversion.

A Display Language: Choose your preferred display language, or have it the same as your default browser
setting.

A Notification Language: Set your preferred language for email and instant messaging notifications from
Synology NAS.

A Codepage: Synology NAS uses Unicode to avoid file inaccessibility from computers using different languages.
But for the following devices or applications to use Synology NAS services without problem, you need to
choose the appropriate codepage for them:

A Computers without Unicode support

A Applications that convert non-Unicode strings to Unicode, such as FTP service, UPnP support, music
metadata indexing

!Supported on specific models only.
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NTP Service

Click the NTP Service tab to have your Synology NAS serve as a network time server to synchronize time
between different network devices and the Synology NAS over network.

Note: The NTP service is required for Surveillance Station and Synology High Availability. Therefore, if you have

Surveillance Station installed and run on your Synology NAS, the service cannot be disabled while the package is
running.

Use Energy Saving Features

Go to Control Panel > Hardware & Power to manage the following energy saving features provided by DSM.
For more detailed instructions, please see DSM Help.

.E Control Panel 2 — A

>

p General Power Schedule HDD Hibernation UPs
SCLUliLy

A~ Power Recovery

~ System

Restart automatically after a power failure
6 Info Center Enable WOL on LAN 1
@ Theme ~ Beep Control

Beep when the following situations occur:
Regional Options
© + Cooling fan malfunctions

m Indexing Service ~ Volume degrades or crashes

+ System powers on
° Notification +" System shuts down after pressing power button
Reason for current beep: None

Task Scheduler

£ Hardware & Power
- ~ Fan Speed Mode

External Devices Full-speed Mode

The fan(s) on your DiskStation will operate at full speed to keep the system cool at all time. However, this mode may
G Update & Restore produce louder noise.

Cool Mode

~ Applications

General

Click the General tab to enable power recovery, Wake on LAN (WOL)* and Memory Compression. You can also
modify beep control and fan speed mode here.

Power Schedule?!
Click the Power Schedule tab to start up or shut down automatically at a specified time.

HDD Hibernation

Click the HDD Hibernation tab to manage disk hibernation for all internal or external disks on your Synology
NAS.

When a disk enters HDD hibernation mode, it will stop spinning and become inactive, which not only saves
energy but also extends the disk's lifespan.

! Supported on specific models only.
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UPS

Under the UPS tab, you can modify UPS-related settings. UPS (Uninterruptible Power Supply) is a backup power
device that allows the Synology NAS to continue operating for a short time if power failure occurs. This function
helps prevent data loss by giving the Synology NAS enough time to save data and unmount volumes before
losing power and shutting off. Synology NAS supports connecting to local or SNMP UPS devices.
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Perform Advanced Management Tasks

Synology DiskStation Manager comes with a variety of management functions, allowing you to check system
information, monitor system resources, manage notification services, restore or upgrade DSM, access
applications with independent login, index multimedia files for applications and more.

This chapter explains how to comprehend advanced management functions to make sure your Synology NAS is
providing the best performance. For detailed instructions, please see DSM Help.

Check System Information

Info Center provides an overview of the status of the Synology NAS and other connected devices. Go to Control
Panel > Info Center to check the below information. For more detailed instructions, please see DSM Help.

.z* Control Panel
/ﬂ\ p General Network Storage Service Usage
0 Info Center
Serial number 1430M4N00D1179
$ Theme Model name D5414j
CPU MINDSPEED Comcerto C2000
P
Regional Options CPU clock rate 1.2 GHz
CPU cores 2
m Indexing Service
Total physical memory 512 MB
° Notification DSM version DSM
tificat

System time 2016 7 16:40:15
Task Scheduler Uptime 1 hour(s) 19 minute(s) 15 second(s)
Thermal status @ Norma
Hardware & Power
Server address 192.168.61.80
g External Devices Time zone (GMT+08:00) Taipei

4 Update & Restore
No external device is connected.
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General

Under the General tab, you can see the basic information about your Synology NAS, including serial number,
model name, amount of physical memory, DSM version, time information, thermal status, and external devices.

Network
Under the Network tab, you can view the status of network configuration and network interfaces.

Storage

Under the Storage tab, you can check the free or used space of your Synology NAS volumes and check the
status of the hard disks.

Service

Under the Service tab, you can see the list of DSM services, which can be enabled or disabled by clicking
Enable or Disable under the Action column. The checkmarks under the Status column indicate whether the
services are enabled.

View System Logs

Log Center is a centralized log management application that allows you to view and manage log records of
Synology NAS services easily and efficiently. To access the advanced functions, you have to go to Package
Center and install the Log Center package. For detailed instructions, please see DSM Help.

I:l Log Center 7 — B
~ Number of Logs
[ overview
Utilization (Past & minutes)
Q Logs
Q Notifications

E Archive Settings

A -
E Log Sending 5
. B ] Q |
E Log Receiving 0 - . . . .
15:59 pm 16:00 pm 16:01 pm 16:02 pm 16:03 pm 16:04 pmr

B settings History

A Last 50 logs

Date Time Level Host Name Category Program Messages

2016-03.. 16:03:23 Information admin admin System Package [Log Center] ha...
2016-03.. 17:22:25 Information admin admin System System successfully dele. .
2016-03.. 17:22:14 Information admin admin System System successfully dele. .
2016-03.. 17:05:56 Information admin admin System System successfully star..
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Monitor System Resources

Resource Monitor allows you to monitor the CPU usage, memory usage, disk utilization and network flow. You
can choose to monitor in real time or view previous data. For more detailed instructions, please see DSM Help.

= Resource Monitor -
Overview CcPU Memory Network Disk Volume iSCSI
A performance
I/I Process CPU Memory Network

‘( Connected Users

@ Speed limit e —
,l'\""\_,\_’,ﬁ\ .r"\‘ -‘_-\_’_.,-
Gl Settings / o \_/\/\,\/-/\/\,
Utilization (%) 34%  Utilization (%) 46% # 1.3 KB/s # 8.6 KBfs
Disk Volume iSCSI
— ” o
Utilization (%) 1%  Utilization (%) 0%  Throughput 0 bytes/s

Analyze System Usage

Storage Analyzer allows you to quickly view overall usage trends of your Synology NAS, create tasks to analyze
storage spaces, and generate detailed reports on volume usage. For detailed instructions, please see DSM Help.

E Storage Analyzer
Volume Usage 12

45%
36%

27%

9%

09

Yo
10/17 10/18 10/19 10/20 10/21 10/22 10/23 10/24

Report Profile

Create Edit Delete Report - Settings

E repot - Successful 5
(00:00) Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday

E reportl - Successful 3
(00:00) Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday
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Based on DSM 6.0

Security Advisor allows you to check and scan your DSM settings for any suspicious activities that may present
security risks. For detailed instructions, please see DSM Help.

©

i= Results

* Advanced

@ Malware
System
l Account
ﬁ Network
G Update

Security Advisor

At Risk

Last scanned 14 hour(s) ago.

Scan View Results

No malware was found on your system.

No items will be

Deploy High-Availability Solution

Security risks were found that need your attention.

e & &

High Availability Manager allows you to form two servers into a

i kivph | abil ity clustero,

the role of the active server while the other acts as the stand-by server. If the server malfunctions, the stand-by
server takes over all services, thus minimizing server downtime. For more detailed instructions, please see DSM
Help and High Availability White Paper.

@ Network Settings
Service Monitor
e Storage Status

m Disk Status

E Logs

High Availability Manager

Healthy

HA Cluster Server Name:
Cluster IP Address:

Built time:

Manage | -

Active Server

Server Name
Model Name
Serial Number
Fan Status
Temperature
Power Status

Physical Memory

BernieTest1

Server Name

High-availability cluster's condition is normal.

BernieCluster
192.168.0.186
2014-10-23 11:59

Passive Server

I\f —

BernieTest2

DS3612xs Model Name D53612xs
D2KINODO44 Serial Number KEJFN90037
MNormal Fan Status Error

40 °C/ 104 °F Temperature 44°C /111 °F
Normal Power Status Normal

2048 MB Physical Memory 2048 MB
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Automate Tasks

Go to Control Panel > Task Scheduler to schedule and run services or scripts at pre-defined times. You can
create and manage tasks to automatically run user-defined scripts, empty shared folder recycle bins, or start and
stop certain services. For more detailed instructions, please see DSM Help.

Update DSM or Restore Defaults

At Control Panel > Update & Restore, you can update DSM to a newer version, back-up and restore system
configurations or restore Synology NAS device to its original manufacturer settings. You can also set a schedule
to install DSM updates automatically to keep your Synology NAS always up-to-date.

Important: The data saved on the Synology NAS will not be erased during the updating process. However, for
security reason, we recommend that you back up the data first.
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Receive Event Notifications

At Control Panel > Notification, you can set your Synology NAS to send notifications when specific events or
errors occur, notifying you via email, SMS, web browsers (Safari/Chrome), or mobile devices. For more detailed
instructions, please see DSM Help.

Access Applications with Independent Login

With Application Portal, you can configure the connection settings of various applications, allowing you to access
and run these applications in independent browser tabs or windows. To enable Application Portal, go to Control
Panel > Application Portal.

Customized Alias

Applications can be opened in an independent browser window at [http(s)://DSM server address:DSM server
port number [HTTP(S)]/alias name/] once the portal alias is set up.

Customized HTTP(S) Ports

Applications can be opened in an independent browser window at [http(s)://DSM server address:customized
port number] once the HTTP(S) port is set up.

Index Multimedia Files for Applications

Go to Control Panel > Indexing Service to automatically scan multimedia files, such as photos, music, and
videos stored on your Synology NAS, and compile them into a multimedia library to be used by multimedia
applications. For more detailed instructions, please see DSM Help.

Reset Admin Password

If you forgot the password for admin and are therefore unable to log in to DSM, you can reset the password to
blank and set a new password.

To reset admin's password:

Press and hold the RESET button on the back panel of your Synology NAS for 4 seconds until you heard a beep
sound.

Note: Other than resetting administrator's password, using the RESET button will also restore the IP and DNS of
Synology NAS to the default value.
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Reinstall Synology NAS

If you want to reinstall your Synology NAS without losing its data, you can use the RESET button on the back
panel.

To reinstall Synology NAS:
1 Press and hold the RESET button for about 4 seconds until the Synology NAS emits a beep sound.

2 Within the next 10 seconds, press and hold RESET button for about 4 seconds until the Synology NAS emits a
beep sound.

3 Follow the installation instructions in the Quick Installation Guide for your model available at Synology®
Download Center to set up the Synology NAS.

Important: The data saved on the Synology NAS will not be erased during the reinstallation. However, for security
reason, we strongly recommend that you back up the data first.

Enable SNMP Service

Go to Control Panel > Terminal & SNMP to enable SNMP service, which allows users to monitor Synology NAS
network flow with the network management software.

Enable Terminal Services

Go to Control Panel > Terminal & SNMP to enable Terminal service, which allows you to use Telnet or SSH to
log in to Synology NAS and modify its settings.

Important: Use the Terminal service with caution. Improper manipulation or modification to Synology NAS may result
in system malfunction or data loss.
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Manage Storage Space

Before taking advantage of the various features of your Synology NAS, you need to set up at least one storage
space. This chapter explains how Storage Manager can help you manage storage spaces, such as volumes,
Disk Groups, iSCSI Targets, or iSCSI LUNSs, as well as view the status of hard drives. For more detailed
instructions, please see DSM Help.

Volumes and Disk Groups

Volumes are the basic storage spaces on your Synology NAS. Before you start storing or serving any data, you
will need to create atleastonevo | ume. Wi t h DSMO s volines caa beecrediea with gaeiqus

options, such as different RAID types or customized capacity allocation. For detailed instructions, please see
DSM Help.

|:é Storage Manager
o Healthy
o Volume System is healthy.
[ﬂ] Disk Group
~ Top Volume Usage
[ Hop/ssp
£ iscs1Lun \
2 0':.'5:-
@ iscsI Target
E Hot Spare Volume 1 {Normal)
115.8 GB / 591.8 GB

A ISCSI Usage

Reported Used Saved

Create Volumes

To create a volume, go to Storage Manager > Volume and click Create. This action launches a setup wizard
which helps create a volume based on your individual needs.
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Quick or Custom Volumes
When creating a new volume, the following options are available:

Method Features

Creates an SHR (Synology Hybrid RAID) volume.
Quick Automatically optimizes volume capacity and performance based on member hard disks.

Recommended for saving time and simplifying storage management.

Supports different RAID types.
Supports creating single or multiple volumes on Disk Groups.

Custom Provides options to allocate specific amounts of capacity for each volume (only when creating
multiple volumes on RAID).

Recommended for users who want to precisely control storage management on your Synology
NAS.

Single or Multiple Volumes on RAID

When creating a custom volume, the following options are available:

Option Feature

Uses all of the available capacity of the selected disks to create a single volume.
Single Volume on RAID Provides better speed and performance.
Supports different RAID types.

Allows you to create multiple volumes on a Disk Group.

Multiple Volumes on Supports allocating specific amounts of capacity to each volume.
RAID Provides greater storage management flexibility.

Supports different RAID types.

RAID Types

Depending on your model and number of installed hard disks, the below RAID types can be implemented when
creating custom volumes or Disk Groups.

Allowed . .
RAID Type HDD # Failed HDD # Description Capacity
1 0 A Synology Hybrid RAID volume optimizes 1 x (HDD size)
storage capacity and performance when
2-3 1 combining hard drives of different sizes. SHR
. o -
SHR volumes co'n3|st|ng of two or thre_e hard disks Optimized by the
provide 1-disk fault tolerance, while SHR volumes system
I 4 1-2 consisting of four or more hard disks can provide
1- or 2-disk fault tolerance.
A Basic volume is created with one hard drive as
Basic 1 0 an independent unit. When creating a B§3|c 1 x (HDD size)
volume, you can select only one hard drive at a
time.
JBOD |1 0 JBOD is a collection of hard drives. Sum orall HbD
Combining multiple disks to build a storage space,
RAID 0 | 2 0 RAID 0 offers Striping, a process of dividing data Sum of all HDD
: into blocks and spreading the data blocks across sizes
several hard drives, but without safety measures.

L RAID types except for Basic are supported on specific models only. Visit www.synology.com for more information.
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RAID Type HDD # Faﬁtlal((j)WH([e)dD # Description Capacity
The system will write identical data to each hard Smallest HDD
RAID 1 2-4 (HDD #) - 1 drive at the same time, so data integrity is size
protected when at least one disk is normal.
This configuration includes a backup option. It (HDD #1 1) x
RAID 5 | 3 1 uses parity mode to store redundant data on (Smallest HDD
’ space equal to the size of one disk for later data size)
recovery.
A RAID 5+Spare storage space requires at least (HDD #i 2) x
RAID 5+Spare | 4 5 four drives, one of which will act as a hot spare (Smallest HDD
P : drive to rebuild the failed drive of the volume size)
automatically.
RAID 6 provides extra data protection. It uses (HDD #i 2) x
parity mode to store redundant data on space
RAID 6 I4 2 equal to the size of two disks for later data (Smagiezzt)HDD
recovery.
| 4 1 HDD within RAID 1.0 has the performance of RAID 0 a.md data (HDD #/ 2) x
RAID 10 each RAID 1 protection level of RAID 1. RAID 10 combines two (Smallest HDD
(even group / Half of | hard drives into a RAID 1 group, and combines all size)
number) the total HDD | the groups with RAID 0.

Create Disk Groups

As stated above, creating Disk Groups provides more flexibility when managing storage spaces. Disk Groups can
be created within the volume creation setup wizard, or you can go to Storage Manager > Disk Group and click
Create.

Repair Volumes or Disk Groups

The repair function is available for RAID 1, RAID 10, RAID 5, RAID 5+Spare, RAID 6, and SHR volumes or Disk
Groups. Depending on your RAID types, when one of the hard drives in the volume or Disk Group fails, it will be
in the degraded mode. You can repair the volume or Disk Group by replacing the crashed disk(s) to keep the
data on the volume or Disk Group protected. For more detailed instructions, please see DSM Help.

Change RAID Type

The RAID types of existing volumes and Disk Groups can be changed without losing existing data, allowing you
to easily and economically manage storage capacity. For example, you can create a RAID 1 volume on your
Synology NAS, and later change to RAID 5 if you install more hard disks.

The sections below provide basic information regarding changing RAID types. For more detailed instructions,
please see DSM Help.

Supported RAID Types

RAID types can be changed as follows.

RAID Type Can be changed to...

Basic RAID 1, RAID 5, RAID 5+Spare
RAID 1 RAID 5, RAID 5+Spare
RAID 5 RAID 5+Spare, RAID 6

Add mirror disk to RAID 1 RAID 1
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Hard Disk Requirements

In order to change the RAID type of a volume or Disk Group, there must be a sufficient number of available hard
disks installed in your Synology NAS. Please see below for the minimum number of hard disks required for each
RAID type.

RAID Type Minimum Hard Disks
RAID 1 2or4
RAID 5 3
RAID 5+Spare 4
RAID 6 4

Expand Volumes or Disk Groups

The storage capacity of volumes or Disk Groups can be gradually expanded by installing more or larger hard
disks. This feature allows you to expand the capacity of your volume or Disk Group according to your budget and
with no need to worry about losing any existing data.

The sections below provide basic information regarding expanding volumes and Disk Groups. For more detailed
instructions, please see DSM Help.

Expand a Volume by Changing Volume Size

When creating multiple volumes on RAID, specified amounts of Disk Group storage capacity can be allocated to
each volume. If you want to change the amount of allocated storage capacity for a volume, please select the
volume and click Edit.

Expand a Volume or Disk Group by Replacing Hard Disks

For SHR, RAID 1, RAID 5, RAID 5+Spare, or RAID 6, the storage capacity of volumes and Disk Groups can be
expanded by replacing smaller hard disks with larger ones. When expanding storage capacity with this method,
please be careful to replace each hard disk one-by-one. After replacing one hard disk, the volume or Disk Group
must be repaired before the next hard disk is replaced. For more detailed instructions, please see DSM Help.

Please see the following table to see which hard disk should be replaced first.

RAID Type Minimum Hard Disk Size

When replacing hard disks of RAID 5 or RAID 6 volumes or
Disk Groups, the smallest hard disk should always be
replaced first. The storage capacity of RAID 5 volumes is
RAID 5 and RAID 6 (number of hard disks i 1) x (smallest hard disk size), and
RAID 6 is (number of hard disks i 2) x (smallest hard disk
size). Therefore, the smallest hard disk should always be
replaced first in order to maximize hard disk usage.

If the capacity of all member hard disks is equal, then you
should replace at least two hard disks. Otherwise, the
capacity of your volume will not expand.

SHR (Synology Hybrid RAID) If the capacity of member hard disks is different, then the
new, replacement hard disks should be equal to or larger
than the largest existing hard disk. In addition, you should
replace smaller member hard disks first in order to optimize
capacity usage.
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Expand a Volume or Disk Group by Adding Disks

For SHR, JBOD, RAID 5, RAID 5+Spare, and RAID 6, the storage capacity of volumes and Disk Groups can be
expanded by adding more hard disks if there are empty hard drive bays in your Synology NAS. For more detailed
instructions, please see DSM Help.

Please see the following table regarding the minimum size of new hard disks.

RAID Type Minimum Hard Disk Size

The capacity of the hard disk you wish to add must be equal
to or larger than the largest hard disk in the volume or Disk
SHR Group. For example, if your volume is composed of three
hard disks T 2 TB, 1.5 TB, and 1 TB respectively i then the
capacity of the new hard disk must be at least 2 TB.

The capacity of the hard disk you wish to add must be equal
to or larger than the smallest hard disk in the volume or Disk
RAID 5, RAID 5+Spare, or RAID 6 Group. For example, if your volume is composed of three
hard disks i 2 TB, 1.5 TB, and 1 TB respectively i then the
capacity of the new hard disk must be at least 1 TB.

RAID/File System Scrubbing

RAID/file system scrubbing is a data maintenance function that inspects volumes or Disk Groups and repairs any
detected data inconsistencies. RAID scrubbing can be used with volumes or Disk Groups that implement SHR
(comprised of three or more disks), RAID 5, or RAID 6. File system scrubbing can be used with volumes in Btrfs
file system.

We recommend regularly performing RAID/file system scrubbing in order to maintain data consistency and avoid
losing any critical data in the event of disk failure. For detailed instructions, please see DSM Help.

SSD TRIM

If a volume consists entirely of SSDs (Solid State Drives), we recommend enabling SSD TRIM. This feature
optimizes the read and write performance of volumes created on SSDs, increasing efficiency as well as
extending the lifetime of your SSDs.

Before trying to set up SSD TRIM, please see DSM Help for detailed instructions and more limitations.

Note:

A SSD TRIM is only available on certain Synology NAS models and RAID types.

A Some SSD models are not able to perform SSD TRIM on RAID 5 and RAID 6 volumes. Please refer to the
compatibility list at www.synology.com.

ISCSI Targets and LUNs

iISCSI (Internet Small Computer System Interface) is a type of storage area networking (SAN) service that
provides access to consolidated, block level data storage. The main use of iISCSl is to facilitate data transfers
over intranets, allowing users to manage storage over long distances.

The sections below provide basic information regarding iSCSI Targets and LUNs. For more detailed instructions,
please see DSM Help.

Manage iSCSI Targets

Go to Storage Manager and click the iISCSI Target tab to manage iSCSI Targets on your Synology NAS. The
maximum number of iISCSI Targets varies depending on the model. For more information, please refer to
fManage iSCSI LUNsa
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Manage iSCSI LUNs

An iSCSI LUN (logical unit number) represents an individually addressable portion of an iSCSI Target. An iSCSI
LUN can be mapped to multiple iSCSI Targets to perform storage operations such as read or write.

Go to Storage Manager and click the iISCSI LUN tab to manage iSCSI LUNs on your Synology NAS. The
maximum number of iISCSI LUNSs varies depending on the model. Detailed product specifications can be found
on our website: www.synology.com.

Clone iSCSI LUNs

LUN Clone! allows you to create near-instantaneous virtual copies of a LUN. It means much higher productivity
and less complex deployment during system-wide operations. LUN Clone also consumes only a fraction of
storage at the time of creation.

Go to Storage Manager and click the Clone button to make a writable copy of an iISCSI LUN or an iSCSI LUN
shapshot

Take iSCSI LUN Snapshots

LUN Snapshot! allows you to create up to 256 snapshots per LUN using point-in-time technology without having
any impact to system performance. It is efficient for your valuable storage space and also increases the level of
protection, letting you easily recover valuable data.

Go to Storage Manager and click the Snapshot button to take iSCSI LUN snapshots.

Manage Hard Disks

The HDD/SSD tab allows you to monitor the status of the hard disks installed in your Synology NAS, providing
options to manage and analyze hard disk performance and health. To see this tab, go to Storage Manager and
click HDD/SSD. For more detailed instructions, please see DSM Help.

Enabling Write Cache Support

Enabling write cache support enhances the performance of your Synology NAS. Only certain hard disk models
support this feature. To ensure data protection while using write cache support, usage of a UPS device is
strongly recommended. We also suggest the system be shut down properly every time after use. Disabling write
cache will reduce the chances of data loss caused by abnormal power outages, but system performance will
decline.

Running S.M.A.R.T. Tests

Disk S.M.A.R.T. tests examine and report the status of your hard disk, alerting you to possible disk failures. We
recommended promptly changing your disk if any errors are detected. S.M.A.R.T. tests can also be scheduled to
run automatically by creating tasks.

Checking Disk Info

The Disk Info section displays a hard disk's model name, serial number, firmware version, and total size.

L LUN Clone and Snapshot are only available on specific models.

30 | Chapter 5: Manage Storage Space


http://www.synology.com/

Synology NAS User's Guide

SSD Cache

SSD cache! drives can be installed and mounted in a RAID 0 (read-only) or RAID 1 (read-write) configuration to
boost the read/write speed of a volume, including iISCSI LUN (Regular Files) on a volume, or iSCSI LUN (Block-
Level) on your Synology server. You can now create a read-only cache with one SSD, as well as mount, check
SSD compatibility, and view related information by going to Storage Manager > SSD Cache.

Please refer to your Synology server Quick Installation Guide for information regarding SSD installation. For more
detailed information regarding SSD management, please see DSM Help or Synology SSD Cache White Paper.

Hot Spare

Hot spare? disks are standby hard disks that can repair a degraded volume/Disk Group/iSCSI LUN by
automatically replacing a failed disk. Hot spare disks can be globally assigned to protect any volume/Disk
Group/iSCSI LUN within your Synology NAS, as long as the volume/Disk Group/iSCSI LUN matches the
following criteria:

A The RAID type of the volume/Disk Group/iSCSI LUN must be one with data protection (i.e. RAID 1, RAID 5,
RAID 6, RAID 10).

A The hot spare disk size must be equal to or larger than the size of the smallest disk in the volume/Disk
Group/iSCSI LUN.

Managing Hot Spares

Go to Storage Manager > Hot Spare > Manage to assign and manage hot spare disks. For more detailed
information, please see DSM Help.

Manage External Disks

External USB or eSATA disks can be attached to the USB or eSATA port of your Synology NAS for backup or file
sharing purposes.®

Go to Control Panel > External Devices to manage attached external disks or setup printers. The External
Devices tab provides options to view device information, change formats, or eject the device. The Printer tab
provides options to setup USB or network printers. For more detailed instructions, please see DSM Help.

1 SSD cache is supported on specific models only. Visit www.synology.com for more information
2 The hot spare feature is available on specific models only.
3 eSATA is supported on specific models only. Visit www.synology.com for more information.
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Manage Storage Space with RAID
Groups?

Before using features or services on your Synology NAS, you need to create RAID Groups and manage storage
spaces. This chapter explains how to create and manage RAID Groups, volumes, and iSCSI LUNs and iSCSI
Targets, as well as access external disks and manage hard disks or cache. For more detailed information or
instructions, please refer to DSM Help.

Manage RAID Groups

With your Synology NAS, you may combine multiple hard disks into a single storage unit called a RAID Group.
Volumes (up to 200 TB) or iSCSI LUNs (Block-Level) can be created on top of RAID Groups. Before creating a
RAID Group, please confirm sufficient hard disks are installed in your Synology NAS (refer to your Synology NAS
Quick Installation Guide for instructions regarding hard disk installation).
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—

Frank-HA10613 I N . 1 1 1 1 ] |
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@ iscsl Target =@ . - -
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Volume 1 (Normal) Volume 4 (Normal) Volume 3 (Normal)
0.32 GB [ 15.69 GB 0.27 GB / 19.69 GB 0.3 GBE / 912.46 GB

~ ISCSI Usage
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Create RAID Groups

RAID Groups can be created by going to Storage Manager > RAID Group, and clicking Create. For detailed
instructions regarding RAID Group creation, please see DSM Help.

1 Supported on specific models only. Visit www.synology.com for more information.
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Your Synology NAS supports the following RAID Groups types:

A RAID Group for Single Volume or iSCSI LUN (Block-Level)
A Allocates all available capacity to a single volume or iSCSI LUN (Block-Level).
A Provides better performance but less storage management flexibility.
A Allows creation of multiple iISCSI LUNs (Regular File) on volumes.

A Supports a maximum of one RAID Array.

A The maximum volume size that can be allocated is 200 TB.
A RAID Group for Multiple Volumes or iSCSI LUNs (Block-Level)
A Supports creating multiple volumes or iSCSI LUNs (Block-Level) on a RAID Group.
A Provides better storage management flexibility.
A Allows creation of multiple iISCSI LUNs (Regular File) on volumes.
A Supports combining multiple RAID Arrays under a RAID Group (when configured as RAID 5 or RAID 6).

RAID Types

Depending on the number of available hard disks, you can create RAID Groups using several different RAID
types. Different RAID types provide different levels of performance, data protection, and storage features.
Synology NAS supports the following RAID types:

Allowed . .

RAID Type HDD # Failed HDD # Description Capacity
Basic 1 0 Creates a storage space with one hard disk. 1 x (HDD size)
JBOD | 0 0 Combines multiple hard disks into a single, large Sum o_f all HDD

storage space. sizes
RAID 0 offers Striping, a process of dividing data
RAID 0 2-12 0 into blocks and spreading the data blocks across Sum O.f all HOD
. . sizes
several hard drives, but without safety measures.
Writes a mirrored copy of data to each hard drive,
RAID 1 2-4 (HDD #) - 1 providing data redundancy and protection as long Smallsei;teHDD
as one hard disk is operating normally.
Stripes both data and parity information across all Total capacity of
member disks, providing data redundancy. If one combined RAID
1 HDD within hard disk fails, the system may be rebuilt using Arrays.
3-12 per : ;
RAID 5 RAID A each RAID parity data from other member hard disks RAID Array
rra
y Array Supports combining multiple RAID Arrays when capacity = (HDD
created on a RAID Group for Multiple Volumes or # - 1) x (Capacity
iSCSI LUNs (Block-Level) of smallest HDD).
RAID 6 provides extra data protection. It uses Total capacity of
parity mode to store redundant data on space combined RAID
412 2 HDD within equal to the size of two disks for later data Arrays.
RAID 6 AID Xﬁ;y each RAID | recovery. RAID Array
Array Supports combining multiple RAID Arrays when capacity = (HDD#
created on a RAID Group for Multiple Volumes or - 2) x (Capacity of
iSCSI LUNSs (Block-Level) smallest HDD)
4-12 per 1 HDD within | Provides the performance of RAID 0 and data
RAID Arra ; - (HDD #/ 2) x
y each RAID 1 protection level of RAID 1. RAID 10 combines two
RAID 10 . - . (Smallest HDD
(even group / Half of | hard drives into a RAID 1 group, and combines all size)
number) the total HDD | the groups with RAID O.

! Synology Hybrid RAID (SHR) is not supported on models with RAID Groups.
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Change RAID Types

The RAID types of existing RAID Groups can be changed without losing existing data, allowing you to easily and
economically manage storage capacity. To change the RAID type of a RAID Group, there must be available hard
disks installed in the Synology NAS. The table below displays supported types of RAID change. For more
detailed instructions regarding how to change RAID types, please refer to DSM Help.

RAID Type Can be changed toé
Basic RAID 1 or RAID 5
RAID 1 RAID 5
RAID 5 RAID 6
RAID 1 Add mirror disk

Repair RAID Groups

When one of the hard disks belonging to a RAID Group fails, the RAID Group status will change
to Degraded. You can replace failed hard disks and repair the RAID Group, as long as the RAID Group is one of
the following RAID types: RAID 1, RAID 5, RAID 6, and RAID10.

For detailed instructions regarding how to repair RAID Groups, please refer to DSM Help.

Expand RAID Groups

The storage capacity of RAID Groups can be gradually expanded by installing more or larger hard disks. This
feature allows you to expand the capacity of your RAID Group according to your budget and with no need to
worry about losing any existing data.

The sections below provide basic information regarding expanding RAID Groups. For more detailed instructions,
please see DSM Help.

Expand RAID Groups by Installing Larger Hard Disks

You can expand the storage capacity of RAID Groups by replacing existing hard disks with larger ones. This
feature is available for following RAID 1, RAID 5, and RAID 6. Associated volumes or iSCSI LUN on RAID Group
for single volume or iISCSI LUN will be expanded automatically.

Expand RAID Groups by Installing Additional Hard Disks
You can expand the storage capacity of RAID Groups by installing and adding additional hard disks. This feature
is available for JBOD, RAID 5, and RAID 6.

For RAID Groups with total capacity less than 64TB, the system expands capacity automatically. For RAID
Groups with total capacity higher than 64TB, please click Manage > Expand to expand the capacity of your
RAID Group.

RAID/File System Scrubbing

RAID/file system scrubbing is a data maintenance function that inspects volumes or Disk Groups and repairs any
detected data inconsistencies. RAID scrubbing can be used with volumes or disk groups that implement SHR
(comprised of three or more disks), RAID 5, or RAID 6. File system scrubbing can be used with volumes in Btrfs
file system. We recommend regularly performing RAID/file system scrubbing in order to maintain data
consistency and avoid losing any critical data in the event of disk failure.

For detailed instructions regarding how to perform RAID/file system scrubbing, please refer to DSM Help.
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Manage Volumes

Volumes are basic storage spaces on which you can create shared folders, iISCSI LUNs (regular file), save data,
or install packages. Before creating a volume on your Synology NAS, please create at least one RAID Group.

Create Volumes

To create a volume, please go to Storage Manager > Volume, and click Create. For more detailed instructions,
please see DSM Help.

Volume Types
Depending on the underlying RAID Group type, you may create the following types of volumes:

A Volume on RAID Group for Single Volume or iSCSI LUN (Block-Level)

A Allocates all storage capacity on a RAID Group to a single volume. Provides better performance but less
management flexibility.

A Allows creation of multiple iISCSI LUNs (Regular File) on volumes.
A Volume on RAID Group for Multiple Volumes or iSCSI LUNs (Block-Level)

A Allocates a designated portion of the storage capacity on a RAID Group to create a volume. Provides better
management flexibility, allowing you to expand volume size or create additional volumes as needed.

A Allows creation of multiple iISCSI LUNs (Regular File) on volumes.

Edit Volumes

If you want to change the description of a volume or edit the amount of allocated storage capacity, please go to
Storage Manager > Volume, select the desired volume, and click Edit.

Repair Degraded Volumes

If a volume status reads Degraded, please go to Storage Manager > RAID Group, and follow the instructions
displayed under the RAID Group status. Please refer to DSM Help for more information.

SSD TRIM

If a volume consists entirely of SSDs (Solid State Drives), we recommend enabling SSD TRIM. This feature
optimizes the read and write performance of volumes created on SSDs, increasing efficiency as well as
extending the lifetime of your SSDs.

Before trying to set up SSD TRIM, please see DSM Help for detailed instructions and more limitations.

Note:

A SSD TRIM is only available on certain Synology NAS models and RAID types.

A Some SSD models are not able to perform SSD TRIM on RAID 5 and RAID 6 volumes. Please refer to the
compatibility list at www.synology.com.
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Manage iSCSI LUNs

iISCSI is an Internet Protocol based storage networking standard for linking data storage facilities. iISCSI
facilitates data transfer over local area networks (LANs), wide area networks (WANS), or the Internet. By mapping
iISCSI Targets and iSCSI LUNSs, client servers can access space on a storage server as if it were a local disk.

ISCSI LUN Types

Synology NAS currently supports the following types of iISCSI LUNs:

A iSCSI LUN (Regular Files):This type of iSCSI LUN is created by designating a portion of a volume. It may be
later expanded as needed. This type of iISCSI LUN provides flexibility of dynamic capacity management with
Thin Provisioning.

A iSCSI LUN (Block-Level): This type of iSCSI LUN is created on a RAID Group and provides flexibility of
dynamic capacity management in addition to optimized access performance. You can expand this type of
iISCSI LUN later using unallocated space on the RAID Group.

Create, Edit, or Remove iSCSI LUNs

You can manage iSCSI LUNs by going to Storage Manager > iSCSI| LUN. For detailed instructions regarding
how to create, modify, or remove iSCSI LUNS, please refer to DSM Help.

Manage iSCSI Targets

By mapping iSCSI Targets and iSCSI LUNs, client servers can access space on a storage server as if it were a
local disk. In reality, all data transferred to the disk are actually transferred over the network to the storage server.

Create, Edit, or Remove iSCSI Targets

You can manage iSCSI Targets by going to Storage Manager > iSCSI Target. For detailed instructions
regarding how to create, modify, remove, or register iSNS server information, please refer to DSM Help.

Manage Hard Disks

HDD/SSD section of Storage Manager allows you to monitor the status of hard disks installed on your Synology
NAS, providing options to manage and analyze hard disk performance and health. To see this section, please go
to Storage Manager > HDD/SSD.

Enable Write Cache Support

Depending on the model, write cache support can be enabled in order to enhance the performance of your
Synology NAS. Disabling write cache will reduce the chances of data loss caused by abnormal power outages,
but system performance will decline. To modify write cache support settings, please go to Storage Manager >
HDD/SSD.

We recommend using a UPS to ensure data protection when write cache support is enabled. In addition, the
system should be shut down properly every time after use.

S.M.A.R.T. Test

S.M.A.R.T. test examines and reports the status of your hard disks, alerting you to possible disk failures. If you
want to a run S.M.A.R.T. test, go to Storage Manager > HDD/SSD. For more information regarding S.M.A.R.T.
tests, please refer to DSM Help.

Hot Spare

Hot Spare disks are standby hard disks that can repair a degraded RAID Group by automatically replacing a
failed disk. Hot spare disks need not be assigned to a specific RAID Group, but may be globally assigned to
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repair any RAID Group within your Synology NAS. Before assigning hot spare disks, please see the following
requirements:

A The RAID type of the volume/Disk Group/iSCSI LUN must be one with data protection (i.e. RAID 1, RAID 5,
RAID 6, RAID 10).

A The hot spare disk size must be equal to or larger than the size of the smallest disk in the volume/Disk
Group/iSCSI LUN.

Manage Hot Spares

You can assign, remove, or manage Hot Spare disks by going to Storage Manager > Hot Spare. Please refer to
DSM Help for information regarding Hot Spare management.

Storage Overview

Storage Overview shows the status of installed hard disks, cable connections, and hardware status lights. You
can view Storage Overview by going to Storage Manager > Storage Overview. Please refer to DSM Help for a
detailed explanation of this section.

SSD Cache

SSD cache drives can be installed and mounted in a RAID 0 (read-only) or RAID 1 (read-write) configuration to
boost the read/write speed of a volume, including iSCSI LUN (Regular Files) on a volume, or iSCSI LUN (Block-
Level) on your Synology server. You can now create a read-only cache with one SSD, as well as mount, check
SSD compatibility, and view related information by going to Storage Manager > SSD Cache.

Please refer to your Synology server Quick Installation Guide for information regarding SSD installation.
Additionally, refer to DSM Help for information regarding SSD management.

Manage External Disks

External USB or eSATA disks can be attached to the USB or eSATA port of your Synology RackStation for
backup or file sharing purposes.*

Go to Control Panel > External Devices to manage attached external disks or setup printers. The External
Devices tab provides options to view device information, change formats, or eject the device. The Printer tab
provides options to setup USB or network printers. For more detailed instructions, please see DSM Help.

L eSATA is supported on specific models only. Visit www.synology.com for more information.
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Access your Synology NAS from the
Internet

You can connect to your Synology NAS over the Internet, allowing its services to be accessible from anywhere
and anytime.

This chapter explains the basics regarding using the Synology EZ-Internet wizard, advanced port forwarding
functions, and DDNS hostname registration to connect your Synology NAS to the Internet. For more detailed
instructions, please see DSM Help.

Use the EZ-Internet Wizard

The EZ-Internet Wizard can set up access via the Internet with an easy-to-use wizard, without going through the
complicated firewall settings, PPPOE setup, DDNS registration, and router port forwarding configuration.

P EZ-Internet Wizard - x |
Welcome to Synology EZ-Internet Wizard

EZ-Internet helps configure your network so you'll be able to access the
DiskStation over the Internet. We'll configure the following:

= Internet connection I
= Router port forwarding

= DiskStation Firewall |
= DiskStation DDNS service (e.g. myname.synology.me)
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Set Up Port Forwarding Rules for Router

If your Synology NAS is within the local network, you can set up port forwarding rules for the router to allow your
Synology NAS to be accessible over the Internet.

Note: Before you start, make sure you have manually assigned a static IP address for your Synology NAS. See
"Network Interface" for more information.

Go to Control Panel > External Access > Router Configuration to set up your router and port forwarding rules.
For more detailed instructions, please see DSM Help.

Note: To configure port forwarding rules and assign static IP address, you must have the administrative permission
to the router.

Set up Router

Before adding port forwarding rules with DSM, you need to set up Synology NAS d e v i coenécsion to the
router. To begin, please click the Set up router button.

Add Port Forwarding Rules

Add port forwarding rules to specify the destination ports of your Synology NAS that will receive packages from
specific router ports. Click Create to start creating port forwarding rules.

Register DDNS for the Synology NAS

DDNS (Dynamic Domain Name Service) simplifies connecting to your Synology NAS over the Internet by
mapping a hostname to its IP address. For example, DDNS allows you to access your Synology NAS using a
domain name (e.g. www.john.synology.me), with no need to remember an IP address (e.g. 172.16.254.1).

Service Requirement
A The servers of the DDNS service provider are working normally.
A The Synology NAS is able to connect to the Internet.
A DDNS will only run in a network environment where there is no proxy server required.
A You can only enter one hostname for each DDNS provider.

Register a DDNS hostname for Synology NAS

Go to Control Panel > External Access > DDNS. You can point an existing hostname at the IP address of your
Synology NAS, or register for a new one provided by Synology or several other DDNS providers. Please consult
each provider for more details regarding hostname registration.
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Access DSM Services via QuickConnect

QuickConnect is a solution that helps client applications (such as DS file, Cloud Station utilities, DS audio, etc.)
connect to your Synology NAS via the Internet without setting up port forwarding rules. Go to Control Panel >

QuickConnect to manage the QuickConnect service. For more details regarding QuickConnect, please see
DSM Help.
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